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Decision/action requested

Null-scheme clarifications. For approval.
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References
33.501 v.030
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Rationale

4
Detailed proposal

****************** Start of changes ******************

C.2 
Null-scheme
C.2.1
Scheme description  

The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.

When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 

NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.

NOTE 2:
The null-scheme provides no privacy protection.

C.2.2
Authorization proof for sending null-scheme SUCI
A compromised network may request the UE to use the null-scheme instead of the provided real-encrypted SUCI in the initial registration request.

To avoid the attack of a compromised visited network forcing the UE to use the null-scheme, the AMF shall provide an authorization proof by the home network to the UE. For this to work, the UE shall include in its registration request to the visited network the SUCI together with a freshness value. To avoid that the UE uses SUCI as an encrypted channel to its home network, the serving network may not forward SUCI but may only send a hash of the freshness value to the home network requesting the home network signature as a proof. The home network, if it trusts the serving network and wants to authorize the UE to use null-encryption, sends back to the visited network the proof of authorization including hash and serving network id signed. 

If the serving network is then requesting the UE to send SUCI with the null-scheme, the UE shall first check the signature of the also provided authorization proof information. The hash function used by the serving network is publicly known, thus the UE can create the hash value itself from the freshness value and verify the signature of the home network.
Only if AMF can provide the UE with such authorization proof from the home network, the UE would send its new registration request with a null-encrypted SUCI. Otherwise the user of the UE should get alerted before registering with a null-encrypted SUCI.

****************** End of changes ******************

